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Abstract

The advances in multimedia technologies have cre-
ated opportunities for Internet pirates, who can copy
multimedia documents and illegally distribute them,
thus violating the legal rights of document owners or
web content providers. Such a situation is an actual
threat particularly for web content providers, which
often have neither the technical competence nor the
economical advantage to directly implement effective
security services to combat the unauthorized trading
of their distributed multimedia documents. This pa-
per shows how known and widespread web oriented
technologies can be exploited to develop a simplified
but flexible digital rights management web platform.
In particular, XML based technologies are used to im-
plement an “on buyer”, adaptive watermarking proce-
dure, while web services are used to implement a web
platform by which web service providers can supply
copyright protection services on behalf of web content
providers in a secure network context. Thus, con-
tent providers that exploit the proposed platform can
take advantage of a copyright protection system act-
ing as a trusted third party without having to directly
implement it. On the other hand, service providers
can follow the proposed XML based approach to im-
plement fully in the W3C XSLT language complex
watermarking procedures without having to interface
native codes with web services frameworks commonly
used to develop web platforms.

Keywords: digital rights management, watermarking,
web services, XML.

1 Introduction and motivations

The use of digital watermarking has gained popular-
ity as a main technology to set up reliable digital
rights management (DRM) systems for the copyright
protection of digital contents distributed in the In-
ternet. However, watermarking procedures can give
a support to DRM systems only if they can provide
a good degree of robustness against the most com-
mon, nonmalevolent manipulations, and prove to be
secure against intentional attacks. Moreover, even
if watermark robustness and security are crucial re-
quirements, a closer look at the most common busi-
ness models used by web content providers (CPs)
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to distribute multimedia contents in the Internet re-
veals that many other important requirements have
to be matched in order to device a correct interaction
protocol among content sellers and buyers (Barni &
Bartolini 2004).

In the most classical scenario served by water-
marking, the perceptual invisible digital signature in-
serted in a content commonly allows to potentially
establish if a user is illegally in possession of it, but it
does not enable to establish the “source” of the con-
tent, that is, who has initially bought and then ille-
gally shared it via, for example, peer-to-peer network
applications. Therefore, to discourage unauthorized
content duplication and distribution, watermarking
should make it possible to implement a mechanism
to trace unauthorized copies to the original owners
of the contents, so as to track the authors of the
infringements. This is made possible by letting the
seller insert a distinct watermark, which in this case
is called a “fingerprint”, identifying the buyer within
any copy of content that is distributed (Cox, Bloom &
Miller 2001). However, even if “readable” watermark-
ing schemes based on “blind” and not publicly avail-
able decoders are adopted (Barni & Bartolini 2004),
the dangerous “average” and “collusion” attacks are
still to be considered actual threats (Barni, Bartolini
& Furon 2003). Therefore, possible countermeasures
against such attacks consist both in letting the wa-
termark depend on the host signal and of adopting
“anticollusion” codes, in which case the watermarked
information and the embedding strategy are chosen
in such a way that averaging different watermark sig-
nals, each identifying a different colluding user, leaves
certain parts of the watermark unaffected, thus per-
mitting the recovery of some information about the
colluding user pool (Trappe, Wu et al. 2003).

A fingerprinting application induces an “on buyer”
behavior, that is, watermark requires to be embedded
whenever a user requests a content. In particular,
when user requests are sent to CPs, the watermarks
have to be embedded into the required contents on
the fly, that is, during the web transactions. This
requires a fast implementation of the watermarking
procedures that does not compromise security and
robustness. Furthermore, since a robust and secure
watermarking procedure can be computationally in-
tensive or increase the size of the protected contents,
it is important to adapt it to the specific charac-
teristics of both the terminal used to open the re-
quired content and the transaction carried out be-
tween the user and the CP. For example, a PDA or a
mobile phone or a terminal with no storing capacity
or limited visualization capacities could receive low-
quality, “lightly watermarked” videos during trans-
actions taking place on low performance networks.
Therefore, an advanced, web oriented watermarking



procedure should:

e take into account the buyer identities;

e be fast without compromising security and ro-
bustness;

e implement a readable scheme based on a blind
and not publicly available decoder;

e depend on the host signal and adopt “anticollu-
sion” codes;

e exhibit an “adaptive” behavior, that is, it should
take into account the characteristics of both the
terminals used to open the contents and the net-
work transactions carried out to deliver the pro-
tected contents.

However, a watermarking procedure matching the
above requirements does not take into account the
buyers rights, since the watermark is autonomously
inserted by the CP, that is the seller, without any
control. Thus, a buyer whose watermark is found in
an unauthorized copy cannot be legally prosecuted,
since he/she can claim that the unauthorized copy
was created and distributed by the CP. To this end, a
possible solution consists in resorting to a certificated
trusted third party (TTP), which takes charge of both
inserting watermarks within the contents to be pro-
tected and distributed in the Internet and retrieving
them in case a dispute resolution protocol has to be
run.
The idea of resorting to a certificated TTP is nowa-
days considered by CPs a clever way to avoid the
above problems. In fact, CPs often have neither the
technical competence nor the economical advantage
to directly apply complex or not certificated water-
marking procedures to the distributed contents. They
appear to be more involved in improving their specific
and consolidated web consumer- or business-focused
applications, rather than implementing new services
based on advanced technologies that are not part of
their original core business. In practice, CPs generate
revenues by essentially focusing on creating and run-
ning high end web applications by which to provide
multimedia contents, not on implementing the back-
end software infrastructures for supporting them. On
the other hand, service providers (SPs) are the new
web entities which have knowledge and expertise in
the use of web programming technologies, and their
core business is just to supply complex and special-
ized software services to CPs. This model has already
proven highly successful in the Internet, where SPs
enable the building of web applications for CPs with
good ideas but little time for technology. Therefore,
SPs can be considered particularly suited to deploy
certificated watermarking services on behalf of CPs
in a secure network context, thus acting as TTPs,
while CPs remain the only valid candidates to pro-
vide high end web applications to better satisfy new
and complex needs coming from end users. However,
this is possible only if the integration among the ser-
vices implemented by CPs and those ones provided
by SPs can be assured without requiring a tight cou-
pling among the involved different web entities. To
this end, XML based and web services technologies
can be used to simplify this integration process, that
is the process of dynamically integrating elemental
system and business services into more complex cus-
tomer services (Brunner, Cohen et al. 2001).

This paper shows how known and widespread web
oriented technologies can be exploited to develop a
simplified but flexible DRM web platform. In partic-
ular, XML based technologies are used to implement
an “on buyer”, adaptive watermarking procedure for

MPEG videos matching the above requirements and
based on a spread-spectrum additive embedding tech-
nique, while web services are used to implement a web
platform by which SPs can supply copyright protec-
tion services on behalf of CPs in a secure network
context. Thus, CPs that exploit the proposed plat-
form can take advantage of a copyright protection
system acting as a TTP without having to directly
implement it. On the other hand, SPs can follow the
proposed XML based approach to implement fully in
Java complex watermarking procedures without hav-
ing to interface native codes with web services frame-
works commonly used to develop web platforms.

Although many techniques have been proposed
in literature for embedding fingerprints in MPEG
videos, spread-spectrum additive embedding tech-
niques (SS) have proven robust and secure against
a number of signal processing operations and at-
tacks (Cox, Kilian et al. 1997, Lin, Wu, Lui et
al. 2001, Lubin, Bloom & Cheng 2003). Moreover,
with appropriately chosen parameters and adopt-
ing specific and documented improvements (Malvar
& Floréncio 2003), the spread-spectrum watermark
can survive moderate geometric distortions without
suffering from the sensitivity to amplitude scaling
evidenced by quantization index modulation (QIM)
(Chen & Wornell 2001) and roughly achieving the
same mnoise robustness gain as QIM. Furthermore,
since an SS embedding technique depends on a few
parameters, it can be well exploited to implement the
adaptive behavior of the proposed watermarking pro-
cedure.

As reported above, the implemented web platform
should provide a security context within which CPs
can exploit the copyright protection services exported
by SPs. In particular, the main goals in devising the
platform have been: (1) to make the platform simple,
modular and extensible; (2) to create a secure network
context for all the transactions that take place among
end users and the service entities composing the plat-
form; (3) to show that CPs, adhering to the service
model proposed for the platform, can take advantage
of advanced services without having to change their
original role and main web applications.

The paper is organized as the follows. Section
2 describes the implemented watermarking proce-
dure. Section 3 describes the procedure implementa-
tion based on XML technologies. Section 4 presents
the web platform implementing the security context
within which CPs can exploit the copyright protection
services exported by SPs. Section 5 reports some ex-
perimental results. Section 6 discusses related work.
Finally, Section 7 reports conclusion remarks.

2 The watermarking procedure

The implemented watermarking procedure is based
on the approach proposed in (Malvar & Floréncio
2003) and is specialized for MPEG-2 compressed
video streams. In particular, the embedding approach
is an improvement of the original SS techniques and is
based on the main idea of removing the host signal as
source of interference, thus producing a dramatic im-
provement in the quality of the watermarking process.

2.1 The basic scheme

In the basic scheme (see Figure 1), the insertion of the
watermark in the compressed video V' is accomplished
by extracting the encoded 8x8 blocks of the video
and processing them together with the corresponding
blocks of the watermarking signal W. In particular,
the MPEG-2 bitstream is split into its main compo-
nents, and only the DCT encoded signal blocks are
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Figure 1: The basic watermarking scheme.

modified. Each encoded block is represented by a se-
quence of Huffman codes, each representing one (run-
level)-pair and, thus, one quantized non-zero DCT
coefficient of the current signal block. Therefore, to
insert the watermark, each Huffman code is decoded
(EC™1') and inversely quantized (Q~!), that is, the
mapping from the quantizer index to the quantizer
representative is performed. After this processing, a
quantized DCT is added to the corresponding DCT
coefficient from the transformed W signal, yielding a
watermarked DCT coefficient. This is then quantized
(Q) and Huffman encoded (EC). Moreover, the wa-
termarking basic scheme is designed not to increase
the output bit-rate. Therefore, in Figure 1, the out-
put 2 is selected only if the number of bits used to
represent the codeword for the protected video signal
is less or equal than the number of bits used to rep-
resent the same codeword in the original video signal
(Hartung & Girod 1997).

Finally, the watermarking procedure is also com-
pleted by a scheme for drift compensation, which is
not shown in Figure 1 for the sake of brevity.

2.2 The “on buyer” behavior

The proposed procedure adds a noise-like signal to
the encoded video signal processed block by block.
The watermark signal (see Figure 1) is generated
from a sequence of bits u;€{—1,1}, which is used
to identify a user and is spread (S) by a large fac-
tor cr, called chip-rate, thus obtaining the spread se-
quence us; = uj, j-cr <i < (j 4+ 1) - er. Then, the
noise-like signal is generated by modulating (M) the
spread sequence with a binary pseudo-noise sequence
p; € {—1,1}, which, in the proposed solution, has to
be unambiguously associated to the protected video.
This way, once a protected video has been selected,
it is possible to employ the pseudo-noise sequence p;
associated to it to extract the watermark and thus ob-
tain the user sequence uj; €{—1,1}. To this end, the
signal of the protected video can be correlated with
the p; sequence over a cr wide correlation window,
and the extracted watermark can be then analyzed to
obtain the sequence of bits identifying the user who
bought the video.

Finally, it is worth noting that the sequences u;
are assigned to identify users according to an anticol-
lusion technique (Trappe, Wu et al. 2003) and exploit
an error correction code. However, this issue is not
elaborated here because this is not a main goal of the
paper and for the sake of brevity.

2.3 The improved scheme

The scheme described in Sections 2.1 and 2.2 is based
on the simple formula

s =x+um (1)

where the vector x is the host signal, m is the chip
sequence built from p;, u represents a bit from the u;

sequence, and the vector s is the watermarked signal.
In particular, (1) assumes that one bit of information
from the u; sequence is embedded in the vector s of cr
values according to the common SS techniques. How-
ever, the actually implemented watermarking scheme
is based on a slight modification to the SS approach,
defined in (Malvar & Floréncio 2003) as the linear ver-
sion of the improved SS technique (ISS). In fact, this
variant assumes that the amplitude of the inserted
chip sequence can vary by a linear function

s=x+ (au— Az)m (2)

where z £ (x,m)/(m,m) and (x,m) is the inner
product defined as

In particular, (3) also defines the norm whenever it is
used, for example, as (x,x).

The parameters o and A control the distortion
level and the removal of the carrier distortion on the
detection statistic. In fact, if y is the available dis-
torted version of s obtained by adding to s a noise n
modeled as an uncorrelated white Gaussian random
process, the sufficient statistic available at the water-
mark extractor r is

r= {y, m) =au+(l1—-Xz)+n (4)

(m, m)

where n 2 (n,m)/(m, m). Therefore, by using the
encoder knowledge about the signal, the performance
of the watermarking system can be enhanced by mod-
ulating the energy of the inserted watermark to com-
pensate for the host signal interference. In particular,
the closer A is made to 1, the more the influence of x
is removed from r. The detector is the same as in the
SS watermarking techniques, i.e., the detected bit is
sign(r). Furthermore, traditional SS techniques can
be obtained by setting « = 1 and A = 0.

The results reported in (Malvar & Floréncio 2003)
enable the optimal values of o and A to be calculated
for the watermarking system defined by (2) and under
the assumptions made in Sections 2.1 and 2.2. In
particular, low values for the error probability (i.e.

lower than 10~°) can be achieved by setting

cr — \202
=4/ —z 5
“ cr (5)
and A close to 1 (i.e. in the range 0.9, 1) under the
assumption that cr is large enough and SNR is higher
than 10 dB.

2.4 The adaptive behavior

As reported in Section 1, watermarking should have
an adaptive behavior. To this end, in the proposed
procedure the watermark embedded in a required
video depends on the characteristics of both the ter-
minal used to open the video and the quality of the
network connection between the user and the CP.
This dependence is controlled by two specific func-
tions, ® and ¥ (see Figure 2), which determine re-
spectively the chip-rate cr and the video output bit-
rate. These functions depend on two variables, 7 and
71, which qualify respectively the user terminal type
and network connection.

In a preliminary simplified model, 7 essentially
captures the terminal visualization capacities, i.e. the
video resolution, while n synthesizes the bandwidth
and latency of the user network connections. In fact,
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Figure 2: The improved watermarking scheme.

7 can be derived from what declared by users when
they interact with the CP web server, while n can
be also directly estimated by a CP during the trans-
action web phase with users. In particular, network
connections are roughly differentiated in three main
categories: modem and GPRS links, DSL and LAN
connections, and T1, T3 lines.

Preliminary tests have shown that c¢r can
usefully vary in the range from c¢ry,;, =10,000
to  crmaz =1,000, 000. Therefore, by setting
Tmin =320x 240 and T,,4, =1024 X768, ® is given by

CTlmin ifr< Tmin
P = {Tmax if 7> Thae (6)
(Crmax_crnzin)(T_Tmin)
n : - + Kcrpn | otherwise

Tmax —Tmin

In (6) » and K may respectively assume only three
different values, each corresponding to a different kind
of user network connection. Table 1 reports the pos-
sible values for n and K. In fact, the product n - K
represents a relative weight that characterizes the net-
work connections.

n K
modem or GPRS links 0,5 2
DSL, LAN connections 0,7 10
T1, T3 lines 0,5 | 100

Table 1: The possible values of n and K in (6).

As reported above and in Figure 2, ¥ controls the
video output bit-rate. It specifies the maximum in-
crement percentage that the output bit-rate can in-
duce in the video size. The first conducted tests have
shown that such increment can usefully vary in the
range from in,,;, =5% t0 in;q, =50% without com-
promising the actual video quality. Therefore, ¥ is
given by

Z:nmin lf T < Tmin
¥ — iMmaa if 7> Thas (7)
(iMmaz —1Mmin) (T—Tmin) Ki ] .
n + K 2Mymin ) otherwise

Tmaxz —Tmin

As in (6), also in (7) n and K may respectively as-
sume only three different values, each corresponding
to a different kind of user network connection. Table
2 reports these values. Moreover, the product n - K
can be still considered a relative weight characterizing
the network connections. However, the weights in Ta-
ble 2 are less than the corresponding ones reported in
Table 1, and this because the possible chip-rate range
is larger than the range specifying the increment per-
centage of the video size.

The behaviors of ® and ¥ have been determined
taking into account that a high value for cr increases

[ K]

modem or GPRS links 0,2 5
DSL, LAN connections 0,4 8
T1, T3 lines 0,3 | 24,3

Table 2: The possible values of n and K in (7).

the watermark robustness, but at the same time de-
creases the data rate for watermark. On the other
hand, controlling the bit-rate means to determine the
fraction of the watermark signal that can be success-
fully embedded in the protected video: increasing
the bit-rate means to increase this fraction and thus
improve the robustness of the watermarking, even
though the video quality could suffer a degradation.

To this end, it is worth noting that in many known
procedures (Hartung & Girod 1997) the watermark-
ing is generally assumed not to increase the output
bit-rate. On the contrary, in the proposed proce-
dure, ¥ may increase the bit-rate, since the video
size is assumed to change according to both the re-
quired protection level and the actual service condi-
tions: the former is essentially identified by 7, while
the latter are captured by 7. Therefore, once the in-
crement for a video size has been determined, ¥ sets
a counter to the increment value. Then, ¥ updates
the counter by subtracting from it the difference be-
tween the number of bits needed to represent a code-
word for the watermarked signal sent to output and
the number of bits used to represent the same code-
word for the original video signal: positive differences
are considered “debts”, while negative differences are
considered “credits”. Thus, when the counter reaches
0, further codewords for the watermarked signal are
sent to output only if further credits occur that bal-
ance debts. This way, the procedure ensures that the
increment of the video size remains constant.

In the proposed procedure, ¢r may vary to imple-
ment the adaptive behavior. As a consequence, to
extract the watermark from a video, it is necessary to
have the associated sequence p; as well as the value of
cr used to watermark the video. To this end, water-
marking is actually performed in two phases. In the
former, a cr, value constantly associated to the video
is used to embed the first n values of the sequence u;.
These values are used to identify the chip-rate cr cal-
culated by & and that has to be used to watermark,
in the latter phase, the remaining part of the video.
Thus, given the video, the sequence p; and the value
cr, can be identified and then applied to retrieve the
first n values of the sequence u;, which identify the cr
value to be used to extract the watermark from the
remaining part of the video.

The adaptive behavior of the proposed procedure
is further improved by assuming that the distributed
videos can be characterized by a different quality de-
pending on the visualization capacities of the user
terminal. This feature is implemented by stating that
the original video quality directly depends on 7. To
this end, it is worth noting that the adaptive, on buyer
behavior requires a content manipulation to be per-
formed “on the fly”, when the web transaction takes
place, in order to adapt the video quality and the ap-
plied protection to the transaction characteristics. In
particular, in order not to reduce the robustness and
security level achieved by the watermarking proce-
dure, watermark has to be embedded after the video
quality adaptation, and this means that different ver-
sions of the available videos should be handled at the
CP side. In fact, two main solutions can be adopted
by CPs: the former requires that different versions
of each video made available by a CP are generated,
stored and handled at server side, while the latter



is based on the dynamic generation of such versions
from high quality master videos. However, holding
one version of a video for each possible quality level
is a very heavy solution at server side, especially when
the CP server has to address low to high resolution
video terminals. On the contrary, the latter solution
appears to be more flexible and memory saving, pro-
vided that an efficient implementation of the adapta-
tion procedure is used.

Quality adaptation of MPEG-2 videos can be car-
ried out by exploiting one of the two main and well-
known techniques: the re-quantization of the DCT co-
efficients and the cut of the high frequencies, i.e. the
AC coefficients (Lei & Georganas 2002). The former
is based on the increment of the quantization step in
order to pull down ulterior DCT coeflicients, while the
latter is simply based on eliminating ulterior terms of
every DCT 8x8 blocks by cutting the terms relative
to the high frequencies. Therefore, both techniques
reduce the dimensions of the bit-stream as well as the
quality of the video, even if it is demonstrated that
the former technique turns out to be more efficient of
the latter in that it produces a smaller quantization
error.

MPEG-2 video re-quantization is therefore con-
trolled by the further function A that determines the
increment of the re-quantization step. Preliminary
tests have shown that such increment can usefully
vary in the range from 0 to 7,4, =30%. Therefore,
A is given by

Tmaz  if 7 <320 x 240
0 if 7> 640 x 480

—(320x240)

A = 2
T'maz (1_<(640><480)7(320><240)) ) otherwise

(®)

Obviously, a re-quantization step equals to 0 means
that the original master video quality is not modified.
Furthermore, the not linear behavior of (8) allows
for mostly reducing the quality of the low resolution
videos, i.e., the videos that are lightly watermarked.

Finally, it is worth noting that re-quantization is
strategic to implement the adaptive behavior of the
proposed procedure. In fact, whenever a malicious
user tries to obtain a lightly watermarked video by
deceptively claiming to be provided with a low reso-
lution video terminal and to be connected by means
of a low performance link, he/she ends up obtaining
only a re-quantized, low quality video which, even if
unprotected, can be neither advantageously played by
a high resolution video terminal nor considered inter-
esting to Internet pirates.

3 The implementation of the watermarking
procedure

The procedure described in Section 2 has been imple-
mented by mainly exploiting XML based techniques
of document structure transformation. In particular,
the procedure assumes that the high quality master
videos to be protected are all made initially avail-
able in a variant of the Bitstream Syntax Description
Language (BSDL) (Amielh & Devillers 2002), which
allows to describe the MPEG-2 videos by using the
XML (see Figure 3). In fact, the elaborated variant
enables to both describe the whole bitstream and add
a further layer, similar to metadata, able to address
the bitstream high-level structure, i.e. how the bit-
stream is organized in layers or packets of data.
Since CPs store all the master videos, they have to
transform the original format of the videos contained
in their web repositories if they want to interact with
the SPs that implement the proposed watermarking
procedure. However, such a transformation appears

to be an easy task, since it can be carried out by sim-
ply running a specific program directly downloadable
from SPs.

XML SCHEMA
DEFINITION
(XSD)

XMLVIDEO  |XML | yaUIDATION | |
DESCRIPTION ENGINE

ADAPTED XML VIDEO DESCRIPTION ‘

ADAPTATION
STYLE SHEET

—

ADAPTATION
ENGINE (8)

WATERMARKED
BITSTREAM

XML GOP

MARKED GOP
XML DESCR. | WM XML DESCR. _ | XML to BIN

PARSER ENGINE “| ENGINE

? A A
WM
STYLE SHEET

XML BITSTREAM HEADER & TRAILER DESCRIPTION

Figure 3: The XML based implementation of the wa-
termarking procedure.

Once an MPEG-2 bitstream is described in XML,
all the manipulations to be performed on the video
can be carried out as normal XML-to-XML editing
operations. In particular, the W3C language XSLT
is an efficient way to specify transformations on XML
documents by means of style sheets. In fact, an XSLT
style sheet contains one or several templates defining
the modifications to be applied to the elements or to
the attributes matching a set of conditions. There-
fore, once received the BSDL description of a video (in
the following referred to as BSDLd), an SP can vali-
date it by employing a specific XSD file. Then, the SP
can calculate the A function and carry out the video
re-quantization. This operation, as observed above,
is an editing operation on the BSDLd performed by
an XSLT transformation engine that applies a para-
metric adaptation style sheet. Then, the watermark-
ing procedure computes the ® and ¥ functions and
updates the parametric style sheets that control the
watermark generation. In particular, the BSDLd is
parsed so as to identify only tags whose associated in-
formation has to be manipulated. To this end, a SAX
parser is used, since it is characterized by an event-
based behavior that, differently from a DOM parser,
allows for memory saving. On the contrary, the parts
of the BSDLd that have not to be manipulated can
avoid the watermark XSLT engine (see Figure 3).

Finally, after having generated the new XML de-
scription of the watermarked video in the variant of
the BDSL, the SP can perform the last operation,
that is the XML-to-bitstream conversion, thus gener-
ating the protected version of the video.

4 The DRM web platform

Outsourcing a watermarking service involving dis-
tinct entities in a web context without compromising
security is a complex task. In fact, a correct inter-
operability among CPs and an SP supplying a wa-
termarking service and acting as a TTP is generally
assured only by forcing a tight coupling among these
web entities.



To overcome this drawback, web services technolo-
gies can be exploited. They have proven to be suc-
cessful in supporting the creation of new and complex
distributed web applications by integrating existing
software components provided by distinct web enti-
ties (Brunner, Cohen et al. 2001). However, when
services have to be provided within a secure network
context, web service technologies are not sufficient,
and it becomes strategic to design a web platform
able to sketch an environment of well defined inter-
actions among distinct web entities. This way, it is
possible to simplify application integration and pro-
mote the reuse of the interaction scheme over multiple
web entities and applications.

4.1 The platform architecture

The proposed platform, whose architecture is
sketched in Figure 4, consists of two main parts: the
former includes the web servers of CPs and repre-
sents the “front-end” tier of the platform; the latter,
which represents the “back-end” tier of the platform,
is composed of the web services implemented by SPs.
In particular, in the proposed architecture an SP does
not directly expose the web services that it supplies,
but hides them behind a “dispatcher”, which acts as
a unique interface towards CPs for all the web ser-
vices implemented. Such an interface, designed itself
as a web service, takes charge of receiving the service
requests from CPs and dispatches them to the actual
web services.

" 'SERVICE PROVIDER ™.

; > :

: & Sso i
3 —— Service :
Dispatcher EDwm :
E— Service :
— . Service :

- ser D & 0 Service 1
o8 ww ; ) :

— @ ': CDsServicen
UDDI _I

Register

“
<

" CONTENT PROVIDER ™

Computational Engine
rvlets

Figure 4: The DRM platform.

The choice of implementing an SP as a dispatcher
and a set of web services hidden from users and CPs
is motivated by the following considerations: (1) the
dispatcher can act as a proxy for the web services;
(2) a “single sign-on” (SSO) service can be exploited
to control the interactions to and among the web ser-
vices. In fact, the presence of an SSO service, which
can itself be structured as a web service within the
back-end tier, enables the dispatcher to sign-on only
once in order to gain access to all the web services
implemented by the SP. Therefore, even though the
adoption of a dispatcher might represent a bottleneck
for the back-end tier, the presence of a unique point
of authentication/authorization enhances the security
and increases the performances of the back-end tier,
because the security credentials of the dispatcher do
not need to be communicated to web services each
time it wants to access them.

4.2 The interaction protocol

Figure 5 shows the interaction protocol assumed by
the platform, in which the CP allows users to access
its web servers via terminals with a varying degree
of functionalities. It exposes a “registration” service

finalized both to acquire user information and to im-
plement access control, user tracking and billing. The
registration phase and all the subsequent communi-
cations involving the exchange of private information,
such as payment, take place over SSL/TLS channels.
This first phase is also finalized to obtain or generate
an XrML (eXtensible rights Markup Language) doc-
ument associated to the user and the required multi-
media document.

When a registered user chooses a content, a servlet
running on the CP server decides if to protect it. If
the content is, for example, an MPEG-2 video, it may
decide to watermark it. Then, the CP can directly
contact a known SP that offers a watermarking pro-
cedure for that video type or search UDDI registries
to discover the demanded service. In this phase, be-
sides the discovery information and according to what
reported in Section 3, the CP receives the specific pro-
gram to carry out the bitstream-to-XML conversions
in order to transform the master videos contained in
its repositories in a format based on the elaborated
variant of the BDSL.

Request —>

Web access

——————————————————————————— /" |-BspL vmeo
*, [ xrmL doc.

\ |- user Info
H Ne(wurklnfu - BSDL Video

: - XrML doc.
; - User info (3)
D\spa(:he[ - Network Info
Cha"enge Selwce - Challenge
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Figure 5: The interaction protocol.

To watermark the selected video according to the
procedure described in Section 2, the following steps
are to be taken: (1) the CP sends to the SP the video,
the user XrML document, and some other informa-
tion, such as the user profile, his terminal type, and
the characteristics of user network connection; (2) the
CP generates some data that it communicates both
to the SP and the user, and that will be then ex-
ploited by the user to issue a challenge to authen-
ticate the SP from which he/she will download the
protected video; (3) the SP dispatches the video and
all the information received from the CP to the web
service implementing the watermarking; (4) the web
service exploits the information received to calculate
the parameters needed to run the procedure, such as
the u; and p; sequences and the outputs of the &, ¥
and A functions, stores the information in the WM
database, runs the procedure, and, as soon as it has
watermarked a sufficient part of the video, returns its
own network reference to the dispatcher, which for-
wards it to the CP; (5) the CP communicates the
network reference of the web service to the user, thus
allowing him/her to download the protected video;
(6) the user authenticates the web service and starts
the download.

It is worth noting that: (1) the communications
taking place during the above steps exploit SSL/TLS
channels; (2) the information stored by the SP in its
database is coded in an internal format; (3) the SP
does not return any information about the embedded
watermark to the CP, and this makes the readable wa-
termarking procedure blind and based on a not pub-
licly available decoder, thus taking into account also



the buyer rights according to what reported in Sec-
tion 1; (4) to speed up the service, the download takes
place directly between the user and the watermarking
server, and the watermarking procedure exploits Java
multithreading. In fact, the web service can start wa-
termarking before receiving the whole video, and can
also begin to return the video to the user before hav-
ing completely watermarked it.

5 Experimental results

A preliminary release of the proposed watermarking
procedure has been tested within the web platform
described in Section 4. In particular, the procedure
has been evaluated by performing some relevant at-
tacks that claim to render the embedded watermark
not readable. Tables 3, 4 and 5 summarize the results
obtained respectively under three different attacks:
the IBM attack (Craver, Memon et al. 1998), frame
dropping and frame averaging. The first attack is con-
sidered an “ambiguity attack” in that it attempts to
discredit the authority of the watermark by embed-
ding one or several additional watermarks such that
it is unclear which was the first, authoritative water-
mark. However, in this context the IBM attack is ex-
ploited to add noise to the video so as to obscure the
original watermark. The second attack can be consid-
ered a “simple attack” or a “detection-disabling at-
tack”, in that it attempts to impair the embedded wa-
termark by manipulations of the whole watermarked
data (host data plus watermark), without an attempt
to identify and isolate the watermark. The third at-
tack is a “removal attack” in that it attempts to esti-
mate the watermark, separate the watermarked data
into host data and watermark, and discard only the
watermark (Hartung, Su & Girod 1999).

The videos used for all the tests are coded in
MPEG-2, at 30 fps, each with an initial resolution
of 1024 x 768 pixels. Their duration is about 120 sec-
onds. For each attack, in the tables a pair of values
is reported under different values of the video termi-
nal resolution (7) and of the network connection (n):
the first value is the rounded bit error rate affecting
the watermark extraction, while the second value is
the so called PSNR (peak signal-to-noise ratio) value.
Both values are calculated as the mean over the tested
videos. In particular, the user sequence u; is assumed
64 bit long, even though only 32 bits have to be con-
sidered actually used to identify a user by means of an
anticollusion code. In fact, the remaining 32 bits are
“check bits” needed to implement an error-correcting
code. Therefore, this hypothesis allows a maximum
bit error rate (MbER) equal to 9% (6 bit error) to
be tolerated. Furthermore, the PSNR has been es-
timated as the mean calculated over all the I-frames
contained in the watermarked and the attacked video.
This way, the PSNR can estimate the quality of the
two compared videos. In particular, the used PSNR
definition has been:

2552
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where MSE is for the “mean squared error” com-
puted on I-frames belonging to watermarked and at-
tacked videos. To this end, a PSNR equal to 40 deci-
bels is nowadays widely assumed as a lower limit for
the video quality in a commercial scenario, according
to the current literature (Wang et al. 2002). There-
fore, an attack can be considered valid only if the
MbER is greater than 9% and the PSNR is greater
than 40 db. Obviously, the limit of 40 db has not
to be considered a hard video quality threshold, but
only an estimate. In fact, the developed analisys can
be conducted also under a different limit.

[ 320x240 | 640x480 | 1024x768 |
modem or GPRS || 20%/34,2db | 13%/41,6db | 7%/40,3db
DSL, LAN 17%/32,8db | 9%/39,9db | 4%/38,6db
T, T3 13%/30,4db | 4%/38,5db | 1%/37,1db

Table 3: The watermarking procedure analysis under
the IBM attack.

Table 3 shows that the procedure achieves a good
performance under the IBM attack. In fact, for low
values of 7 and 7 the attack is successful, but the fi-
nal video quality results low because the video, due
to the re-quantization, is not able to contain the fur-
ther information needed to make the watermark not
readable. On the contrary, for high values of 7 and
1 the procedure results to be secure and the attack
cannot impair the embedded watermark: the MbERSs
are prevalently less than 9%. It is also worth noting
that the PSNRs tend to assume lower values when 7
and n become high, and this because the amount of
information embedded in this hypothesis by the wa-
termarking procedure and by the performed attack
increases, thus exceeding the video capacity.

[ 320x240 | 640x480 [ 1024x768 |
modem or GPRS || 256%/38,3db | 18%/44,7db | 12%/42,9db
DSL, LAN 22%/37,1db | 13%/43,6db | 9%/40,3db
T1, T3 16%,/35,2db | 8%/42,5db | 7%/38,7db

Table 4: The watermarking procedure analysis under
the frame dropping attack.

The frame dropping attack tries to disable the wa-
termark extraction by removing trunk of frames. In
particular, when the dropping rate of video frame is
high, errors are introduced to the whole watermark,
making the procedure performance poor. However,
this also leads to a significant damage to the video,
and the results reported in Table 4, obtained under a
value of frames dropped about 20%, reflect this condi-
tion. In particular, the successful attacks performed
under some values of 1 and 7 can be contrasted by
increasing the number of the check bits used to im-
plement the error-correcting code.

[ 320x240 | 640x480 | 1024x768 |
modem or GPRS || 11%/45,7db | 9%/44,5db | 7%/44,1db
DST, LAN 8%/43,2db | 7%/43,4db | 4%/43,6db
T1, T3 7%/41,1db | 4%/42,7db | 1%/42,4db

Table 5: The watermarking procedure analysis under
the statistical averaging attack.

In the statistical averaging attack a high number of
watermarked frames are collected so as the watermark
can be estimated by statistical averaging. The attack
has been performed by colluding about the 70% of the
available frames and the obtained results are shown in
Table 5. In particular, the procedure exhibits a good
performance and this is essentially due to its adaptive
behavior that can balance the final video quality with
the achieved protection level.

Finally, it is worth noting that the PSNR values
obtained during the tests above described demon-
strate that the procedure can successfully protect the
videos as well as reduce the final video quality to the
allowed minimum values. In fact, one of the inter-
esting aspect of the procedure, emerged from the test
phase, is that, if the re-quantization phase reduces the
video quality to a PSNR value close to a predefined
lower limit, such that of 40 db, and the subsequent
watermark embedding is carried out taking care of



saturating the video capacity without further reduc-
ing the final value of the PSNR, attacks to impair the
embedded watermark end up obtaining PSNR values
much lower than the assumed limit, thus degrading
the final video quality.

6 Related work

The literature proposes many solutions for digital wa-
termarking, but very few schemes have been devel-
oped to be adapted to an on the fly use in a web
context, while no schemes present an adaptive be-
havior. In practice, most schemes have been designed
for still images or uncompressed videos and do not
match all the requirements reported in Section 1. Fur-
thermore, no watermarking schemes have been imple-
mented by exploiting XML based technologies, which
make the procedure well suited to be integrated in
a DRM web platform like the one proposed in Sec-
tion 4, which, differently from others, such as MOSES
(Moses 2002), allows distinct web entities to dynam-
ically interoperate in a secure network context with-
out having to make the provided services compliant
to complex frameworks. In particular, this goal is also
achieved by two important DRM platforms, the MS
Windows Media Rights Manager (WMRM) and the
IBM Electronic Media Management System (EMMS).
In fact, both are provided with software suites of a lot
of components that can interact to provide content
owners, businesses, retailers and consumers with so-
lutions for their digital distribution needs. Moreover,
both comprise SDKs able to promote the integration
of the provided DRM services into existing web ap-
plications and enterprise portals. However, both are
based on commercial technologies and not freely avail-
able products. More precisely, the WMRM presents
the following drawbacks: (1) it can only manage mul-
timedia documents saved in specific MS digital for-
mats, such as the Windows Media Video format; (2)
users need a player that supports the WMRM, such
as the Windows Media Player, to play the protected
documents; (3) the web application development is
strongly based on the MS .NET technology.

In (Memon & Wong 1998) an interactive buyer-
seller protocol for invisible watermarking in which the
seller does not know the exact watermarked copy that
the buyer receives is presented. The protocol does not
allow the seller to create copies of the original docu-
ment containing the buyers watermark. However, in
case the seller finds an unauthorized copy, he/she can
identify the buyer from whom this unauthorized copy
has originated and furthermore can also prove this
fact to a third party by means of a dispute resolu-
tion protocol. The watermark embedding protocol
is based on public key cryptography and exploits an
SS insertion technique. Although the solution pro-
posed in (Memon & Wong 1998) can take advantage
from the adoption of the improved SS technique, its
exploitation in a web scenario results to be difficult,
since the dispute resolution protocol is a 3-party pro-
tocol, that is, it requires the buyer to participate in
order to prove his/her innocence in case the seller ac-
cuses him of making unauthorized copies. Moreover,
users have to be provided with certificated public keys
if they want to buy the protected documents distrib-
uted by CPs, and exchanges of encrypted data among
sellers and buyers are needed in order to generate
the marks to be inserted in the protected documents.
Finally, the copyright violater identification protocol
used to discover an unauthorized copy of a document
is based on a watermark extraction procedure that
needs to compare the original and the unauthorized
copy of the document, and this is considered a dis-
advantage for security in a web environment (Zeng &

Liu 1999).

The main drawbacks of the solution proposed in
(Memon & Wong 1998) also affect the solution pre-
sented in (Pfitzmann & Waidner 1997), which forces
users to be provided with certificated public keys and
needs exchanges of encrypted data among sellers and
buyers to generate the marks to be inserted in the
protected documents.

In (Hartung & Ramme 2000) watermarking is pre-
sented as an essential component of modern DRM
systems, which can have a strong impact on the com-
merce of multimedia contents. In fact, the authors
highlight that secure multimedia applications need
to be adapted for modern mobile telecommunications
systems. To this end, the proposed adaptive behavior
goes just in this direction, making the watermarking
process dependent of user terminals and network con-
nections.

In (Fei, Kundur & Kwong 2004) an important
study about the performance of the SS and QIM wa-
termarking approaches for still images in the presence
of lossy compression is reported. The study shows
that SS and QIM based watermarking schemes have
different characteristics of robustness to JPEG com-
pression: SS watermarking is more robust to higher
levels of JPEG compression, while QIM watermark-
ing does not experience host signal interference which
dominates for low compression ratios. Although the
reported results concern a scheme where watermark-
ing occurs on still images before lossy compression,
the study confirms that the idea exploited by the pro-
posed procedure of removing the host signal as source
of interference in the watermark embedding can pro-
duce a dramatic improvement in the quality of the
protection process. Therefore, the proposed proce-
dure, by adopting and adaptive scheme and exploiting
the re-quantization process as a further mechanism
to improve the video protection level, can enhance
its performance with respect to other SS watermark-
ing schemes without requiring complex watermark de-
coders or the adoption of hybrid solutions, such as the
one proposed in (Fei, Kundur & Kwong 2004).

7 Conclusions

In this paper a watermarking procedure for the copy-
right protection of MPEG-2 videos distributed in the
Internet is described. The watermarking procedure
directly acts on compressed video streams and is im-
plemented as an adaptive, on buyer variant of the im-
proved spread spectrum scheme described in (Malvar
& Floréncio 2003). The procedure uses an anticol-
lusion code to increase security against average and
collusion attacks, and is implemented by exploiting
XML based technologies that enable the video quality
adaptation and watermark embedding to be consid-
ered as normal editing operations on XML files. Fur-
thermore, the paper presents a simplified but flexible
DRM web platform implemented by using web service
technologies and by which SPs can supply copyright
protection services on behalf of CPs in a secure net-
work context. Thus, CPs that exploit the proposed
platform can take advantage of a copyright protection
system acting as a TTP without having to directly
implement it. On the other hand, SPs can follow the
proposed XML based approach to implement fully in
the XSLT language and Java complex watermarking
procedures without having to interface native codes
with web services frameworks commonly used to de-
velop web platforms.

The experimental results confirm that a spread
spectrum based watermarking procedure can be made
robust against a variety of manipulations by perform-
ing some improvements that do not penalize efficiency



and flexibility, and this makes the procedure suitable
to be exploited in a web context, where an on the
fly behavior is required. Moreover, the adaptive be-
havior of the procedure allows to achieve a trade-off
between protection needs and the final quality of the
distributed videos. This way, whenever an attack at-
tempts to impair the embedded watermark, the final
video quality ends up being degradated, thus making
the attacked videos useless in commercial web appli-
cations and not interesting to Internet pirates.
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