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Abstract the object. This approach allows us to present a proof
in sufficient detail to be convincing, highlighting the rea-
Lock-free algorithms have been developed to avoid varsons why the algorithm is correct, without getting lost in
ious problems associated with using locks to control aca morass of minute detail, and indicating clearly what else
cess to shared data structures. These algorithms are typeeds to be proved to provide a more detailed proof.
ically more intricate than lock-based algorithms, as they ~We begin in Section 2 by giving an intuitive descrip-
allow more complex interactions between processes, antion of the algorithm and taking a brief look at the code.
many published algorithms have turned out to contain erThen, in Section 3, we discuss our correctness criterion,
rors. There is thus a pressing need for practical techniqudiearisability, and outline how we prove linearisability-
for verifying lock-free algorithms and programs that useing reduction. In Section 4, we present the verification,
them. explaining in more detail how the reduction method is ap-
In this paper we show how Michael and Scott's well plied and how it is extended in order to verify Michael and
known lock-free queue algorithm can be verified usingScott's algorithm, and end in Section 5 with some conclu-
a trace reduction method, based on Lipton’s reductiorsions and comments on related and future work.
method. Michael and Scott’s queue is an interesting case
study because, although the basic idea is easy to undes-
stand, the actual algorithm is quite subtle, and it demon*

strates several way in which the basic reduction methoﬁl/lichael and Scott (Michael & Scott 1998) describe an

needs to be extended. X SN -
algorithm which implements a shared queue supporting
Keywords: Concurrency, verification, lock-free, linearis- ENQUEUE and DEQUEUE operations that can be per-
ability, reduction formed concurrently by a finite set of processes. Their
algorithm islock-free, which means that no process is ever
. forced to wait for another process to complete a queue op-
1 Introduction eration. This property precludes the use of traditionat syn
_ ) chronisation mechanisms such as locks and semaphores
Increasing use of concurrent software designs hagy avoid interference between processes; instead the algo-
prompted the development tiick-free algorithms to im- ithm is designed to work correctly in the presence of in-
plement concurrent data structures to avoid many of theerference, which is detected by using Compare and Swap
problems associated with the use of locks. Rather thaicAs) instructions to conditionally update shared loca-
avoid interference using mutual exclusion, lock-free al-tions,
gorithms must behave correctly in the presence of inter- - The implementation uses a linked list, with a dummy
ference, and usually rely on strong synchronisation priminede at the head, artdiead and Tail pointers. Each node
tives such as Compare and Swap (CAS). These algorithmgas avalue field, holding the values stored in the queue in
tend to be very subtle, and hard to get right; howeverthe order they were added to the queue, amexafield,
proofs of correctness for such algorithms tend to be elfinking nodes in the list. Using a dummy node ensures
ther so high level as to be unconvincing, or so detailed aghatHead andTail are always non-null, which reduces the
to be unenlightening. ) ) N number of special cases that would otherwise be required;
_In this paper, we consider a slightly simplified ver- jtsvalue is not part of the queuldead always points to the
sion of Michael and Scott’s lock-free queue algorithm qummy node, and in a quiescent state (i.e. when no opera-
(Michael & Scott 1998), which is similar to that included tion is in progressJail points to the last node in the list, as
in the Java concurrency library. We present a proof thafjjystrated in Figure 1, which shows an empty queue and a
this algorithm is linearisable (Herlihy & Wing 1990), us- gueue containing values b andc.
ing an extension of the reduction approach proposed by The ENQUEUE and DEQUEUE operations follow a
Lipton (Lipton 1975), and further developed by Lamport, common pattern in which each operation repeatedly at-
Cohen and others (Lamport & Schneider 1989, Cohen &empts to perform its update, succeeding only if the oper-
Lamport 1998, Lamport 1990). In this approach, we showation is performed without interference. At each attempt,
that any concurrent execution involving a shared data obgp operation takes a “snapshot” of the part of the global
ject, such as a queue, can be transformed into an equivatate that it wishes to update, uses this in local computa-
lent execution in which the operations on that object argjgns to prepare a new value, and then uses a CAS to at-
executed without interruption, and that such Uninterrdpte tempt the updat@AS“oc old naN) atomica”y compares
executions correctly implement the abstract semantics fofhe contents of the shared locatioa with the “expected”
Copyright (©2008, Australian Computer Society, Inc. This paper ap- value,old, and 'f_ they are the_sams’lcceeds' _stormg the
peared at the Fourteenth Computing: The Australasian Jiggmpo- ~ NEW valuenew, into the location and returningue, and
sium (CATS2008), Wollongong, Australia. Conferences iséech and ~ Otherwisefails, returningfalse and leaving the memory
Practice in Information Technology (CRPIT), Vol. 77, Jantéarland ~ unchanged.
and Prabhu Manyem, Ed. Reproduction for academic, notstafitpur- The central problem in designing algorithms based on
poses permitted provided this text is included. CAS is to arrange that the shared data structure can be
updated atomically using a single CAS operation, with its
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Figure 1: Basic queue representation
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test determining when the update is safe. This is easy to Lines D2—-D8 of DEQUEUE check to see whether the
do, say, in the case of a shared stack (e.g. (Treiber 198@ueue is empty, and if so returfese. If not, line D13
Michael & Scott 1998)), where we only need to updateattempts to remove the first node from the queue by ad-
a single shared location (the top of stack pointer). But itvancingHead, after reading the value to be returned in
is not so simple for a queue represented as a linked listine D12. Line D10 attempts to advan@ail in the special
After creating a new node, anN®UEUE operation must case described above, whétead andTail are the same
update two shared locations — to make tiest pointer  but the queue is not empty.

of the last node point to the new node, and makeTdik While this much can be appreciated quite easily, it is
pointer point to the new node — but we can’t perform bothnot so clear exactly why the various tests are required or
updates using a single CAS. why they are ordered as they are: for example, one might

In performing an RQUEUE, Michael and Scott ap- consider the effect of deleting the tests at E7 and D7, and
pend the new node using a CAS, and allow other prothe CASes at E17 and D10, or whetheEQUEUE can
cesses to observe the data structure at a point where thige modified so as to avoid accessifail. So, although
update has been performed but ff@l pointer has not one can easily understand the basic ideas underlying the
been advanced. This means tfatl may “lag” behind  algorithm, it is not entirely obvious that the algorithm is
the actual end of the list — this situation is illustrated correct, nor what changes could be made to the algorithm
in Figure 2, which shows a queue containmg andc,  without affecting its correctness.
and one containing just To avoid other processes being
blocked waiting for a process to complete an@EUE,
as required for lock-freedom, any process which observe
that Tail is not pointing to the end of the list attempts to
advanceTail, effectively completing the operation of the
process that performed the append. This ensure§ailat
never lags behind the end of the list by more than onég
node.

DEQUEUE is implemented by advancing thdead
pointer, provided that the queue is not empty, so the nod

3 Proving Linearisability by Trace Reduction

When multiple processes perform concurrent operations
on a shared object, we cannot simply define the correct-
ess of these operations in terms of the state of the object
efore and after a process performs an operation. For ex-
ample, when a process performs an@EUE operation,
there is no guarantee that the values that were in the queue

that used to hold the first element of the queue becomes tft%hen the enqueue operation began will still be there when
dummy node. The BQUEUEOperation now has to handle 1€ Process gets to add its value to the queue, or that the
the situation shown in Figure 2(b), whelread and Tail enqueued value will still be in the queue when the enqueue
point to the same node, but the queue is not empty, and iRP€ration is completed.

i o - ; The standard safety property for concurrent data struc-
E(k;%graf\(s)?rgngcuk;dv;?gthﬁﬂ Is lagging before attempting tures islinearisability (Herlihy & Wing 1990), which re-

The declarations and initialisation are shown in Fig-duires that each operation on the shared data structure ap-
ure 3, and pseudocode for theuGUEUE and DEQUEUE  PE&rs to occur instantaneously at some point (calléthits
operations is given in Figure 4. This code is essentiallye&'1Sation point) between its invocation and its response,
the same as that given in (Michael & Scott 1998), apar@nd that the effect of the operation be correct with respect
from a few changes in notation and simplifications to!C the state immediately before and after this point. The
make our reasoning easier and more concise. In partid€guirement that an operation's linearisation point be be-
ular, we assume that a single queue is being implementedV€en its invocation and its response ensures that the order
and thus treaHead and Tail as global variables, encap- Of Non-concurrentoperations is preserved, i.e. if an opera
sulated within a module implementing the queue, rathefion OP1 is completed before another operatam begins,
than as components of a record accessed via a pointef'€N the linearisation point fap; must precede that for

We also use Algol/Pascal/Ada-like notation for assign-OP2: L . .
ment and equality (i.e.= and=, instead of= and==), This condition is sometimes callegtomicity (e.g.

Ada-like parameter mode#n( andout), and assume au- (Lynch 1996, Hesselink 2002)), however, we use that term

tomatic pointer dereferencing, whereas Michael and Scof_"€fer to the weaker requirement, that an operation ap-
use C-like notation. pear to occur instantaneously, with no reference to the se-

The most significant difference is that, like the versionMantics of an abstract operation being implemented, as in
included in the Java concurrency library (JSR 166), we d Lampﬁrt & S(I:h2n0e(|)d5er 1989, Flanagan & Qadeer 2003,
not explicitly free popped nodes. This means that heap lo>asturkar et al. ).
cations are not reused unless the algorithm is executed on

a system with automatic garbage collection (as is the casgvery. h . A : !
in Java), and that modification counts are not required. 'S an "equivalent”legal sequential history, in which the or

Looking at the code, some aspects are readily unded€r 0f non-concurrent op?(ations is presedrveohiﬁory
stood as they are similar to a sequential queue implemerO" {race) is a Sequfﬁ”ce od|r_1vocatt|_or|1§} and responses oc-
tation. The declarations should be self explanatory, giverfU"N9 'Q.at” lexecu 'Odnvgrt‘) ssquentia It' everfyt[]esponse
the previous description of the data structure used, noting immeaiately preceded by an invocaton or the same op-
just thatnew_node() is assumed to allocate a new node Eration by the same process, dagal if each invocation-
and return a pointer to it. response pair is correct with respect to the abstract seman-

Lines E1—E3 of BQUEUEallocate a new node and ini- 1cS for the object. Two histories aguivalent if they

contain the same sequence of invocations and responses.

tialise its fields. Line E9 attempts to append the new node‘_hus we can prove that an implementation of a shared

provided thatTail is not lagging. Line E13 attempts to ", > V&, | .
advanceTail if it is found to be lagging before appending ©PIECt iS linearisable by showing, for any concurrent exe-
cution, how to construct an equivalent legal sequential his

the new node, and line E17 attempts to advaraikeafter . A !
appending the new node. The opeF;ation retries if either ofo"y Which respects the abstract semantics for that object

the tests at lines E7 and E8. or the CAS at E9. fails. and preserves the order of non-concurrent operations.
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Figure 2: Queue representation wiil lagging

type pointer =pointer to node

type node = (value: datéype, next: pointer)

var Head: pointer
var Tail: pointer

initialisation:
Head :=new_node()
Head.next :=null
Tail := Head

Figure 3: Declarations and initialisation

In previous work (Doherty et al. 2004, Colvin et al.
2005, Colvin & Groves 2005, Colvin et al. 2006), we have
proved linearisability of several lock-free algorithméngs
simulation between two labelled transition systems, one
modelling the abstract specification and one modelling

e Each abstract operation always consists of three steps
(an invocation, an internal action corresponding to
the linearisation point, and a response), so most steps
of the implementation are internal steps, and most of
the proof effort is in proving various invariants about

the implementatiof.In the simulation approach, we step the shared and local variables.
through an arbitrary execution of the concrete (implemen- _ _ .
tation) model, considering all possible actions that could ~ The net effect is that the proof requires so much detail
be taken at each step, and show how to construct a corrédat it is hard to identify the essential arguments on which
sponding execution of the abstract (specification) modelthe correctness of the algorithms relies, and it is hard to
using a simulation relation to show that the concrete andPresent such a proof in a way that conveys the important
abstract states are related appropriately at each step. THights into why the algorithm is correct without getting
simulation relation typically requires that each procass i Pogged down in the details. _
performing the same operation (if any) in both models, The approach we take in this paper is an attempt to
that the data structure in the implementation represeats thpresent a proof which is both more concise and more il-
same abstract value as in the abstract model, and that lociminating than our earlier simulation proofs, while also
variables in each process have “appropriate” values. being sufficiently formal to be compelling. Instead of con-
A well known complication with simulation proofs is Structing an equivalentlegal sequential history by trafas|
that while we are often able to construct the required abing one action of the implementation at a time, as in the
stract execution by stepping forwards through the concretéimulation approach, we first construct an equivalent se-
execution (which is calleébrward or downward simula- quential execution, in which each operation o the abstract
tion), it is sometimes necessary to instead step backward¥ject is executed without interruption, by translating an
(which is callecbackward or upward simulation) or to use ~ €ntire operation of the abstract object at a time, and then
a combination of both (Jifeng et al. 1986, Lynch & Vaan- show that this sequential execution correctly implements
drager 1995). Although it is widely believed that back- the abstract operation. This approach is based on the
ward simulation is rarely required in practice (for exam- reduction approach described initially by Lipton (Lipton
ple, backward simulation rules for data refinement werel975), and further developed by Lamport, Cohen, and oth-
not defined for Z until 1997 (Stepney et al. 1998), or for €rs (Doeppner, Jr. 1977, Lamport & Schneider 1989, Lam-
B until 2003 (Dunne 2003)), backward simulation turns Port 1990, Cohen & Lamport 1998, Cohen 2000) for syn-
out to be required frequently in verifying lock-free algo- chronisation based on mutual exclusion. We have shown
rithms, and several of our verifications, including our ver-how this approach can be extended to handle lock-free al-
ification of a version of Michael and Scott's queue (Do- 9orithms (Groves 20@ and used it in a constructive way
herty et al. 2004), have used backward simulation, usualljo derive an implementation of a scalable concurrent stack
in conjunction with forward simulation. iImplementation (Groves & Colvin 20@§. The rest of this
While the simulation approach has proved to be effecSection outlines the basic ideas of reduction, and its use in
tive in these verifications, and to be amenable to mechaniProving linearisability. We will explain the approach in
sation (using PVS), this approach has several drawbacks{%%ri detail as we work through the verification in Sec-
e Translating the algorithm and specification into a __ Given a system in which a finite set of processes,
transition system formalism obscures the algorithmicPROC, operate on a shared queue, our aim, as indicated
structure of the algorithm being verified, so it is of- above is to show that any concurrent executioof the
ten hard to see how verification conditions relate tosystem is equivalent to an executiaf in which every
the algorithm. operation on the queue is performed without interruption,
o N and that the effect of such an uninterrupted execution cor-
e Many of the verification conditions are a conse- rectly implements the abstract queue semantics. The key
quence of the formalism, rather than the algorithmto the reduction approach is therefore to show that the ac-
(e.g. ones to do with program counters). tions in a concurrent execution can be rearranged so that
the steps of each operation are executed contiguously. By
epeating this transformation for each operatioajrwe

eration of the data structure being implemented anq.5 then produce an execution in which every operation is
the effects of concurrency, whereas it may be more,, acuted without interruption.

convenient to separate these (this can be avoided by Suppose thata is an execution of the form
using an extra simulation step, but it is deb:_;ltableﬁ0 a, 5 ... anfn, Wherea,....a, are the atomic ac-
whether this is worthwhile given the overhead intro- o comprising an execution of a queue operation

duced). op by processp, (...0, are sequences of actions,
The transition systems we used were a simplified form of iiguutput Au- and ﬁl s ﬁn—l co_ntam DO p‘_aCt|0n§- We _WlSh to
tomata (IOAs) (Lynch & Vaandrager 1995), which were coneenbecause sim-  Show that there is an “equivalent” executiod =
ulation between IOAs is defined in terms of trace inclusigheathan interms of 3 ... By_q1a; ...ay Ok ... By in which the atomic steps
states, but most other labelled transition system formmalisould be used instead. of op are executed contigpously. ThUS. We must be able to
show that it makes no difference if actions, ..., ak_1

e The verification has to deal with both the basic op-




ENQUEUE(in value: datatype) DEQUEUHout pvalue: dataype): boolean

E1l: node :=new_node() D1: loop
E2: node.value :=value D2: head := Head
E3: node.next :xull D3: tail := Tall
E4: loop D4: next:=head.next
E5: tail := Talil D5: if head = Headhen
E6: next:=tail.next D6: if head =tailthen
E7: if tail = Tail then D7: if next=null then
E8: if next =null then D8: return false
EQ: if CAS(tail.next, next, nodehen D9: endif
E10: break D10: CAS(Tall, tail, next)
E11: endif D11: else
E12: else D12: pvalue := next.value
E13: CAS(Tail, tail, next) D13: if CAS(Head, head, nexthen
E1l4: endif D14 break
E15: endif D15: endif
El16:endloop D16: endif
E17:CAS(Tall, tail, node) D17: endif
D18: endloop

D19:return true
Figure 4: Queue operations

are executed after the relevafit (i.e. for1 < i < k  that this is not sufficient to verify some lock-free algo-

andi < j < k, & can be executed aftéx), and actions rithms. However, the technique can be extended to ex-

a+1,-..,an are executed before the relevamt(i.e. for  tend its applicability (Groves 20@y. Firstly, we can use

k <i<nandk < j < i, g can be executed befolg).  the outcome of CAS and other tests to infer properties of

Since all of the actions afp are grouped at the position the interleaved actions of other processes. Secondly, we

of ax, any operation that begins befaae (ends after,) observe that while the steps in the sequential execution

in « also begins befora; (ends aftem,) in o’. Thus,ax need to be steps that could be taken by the implementa-

can be taken as the linearisation point é@ and the or-  tion when executed without interruption, they do not have

der of non-current operations is preserved, as required fao be the same steps as in the concurrent execution. In

linearisability, so we don't need to explicitly model invo- many lock-free algorithms we need to be able to delete ac-

cations and responses. tions. We will see in Section 4 that to verify Michael and
To define the idea of rearranging the steps in an execuScott’s queue algorithm, we also need to be able to modify

tion more precisely, we write >  to mean that execu- 2actions so as to assign an action to a different process.

tion of actiona may take the system from stateo stater.

For a sequence of actions,= a - - - a,, we writeo > 7 4 Verification

to mean that there is a sequence of statgs- - , pn such

thatpo = o, pn = 7, andpi_1 % pi, foralli € 1..n. For  We now consider how the version of Michael and Scott's

sequences of actions,and 3, we writea < 3 to mean  algorithm presented in Section 2 can be verified using the
- trace reduction approach described in Section 3. As out-

. . & ! h M
that for any states andr, o = 7 impliesoc — 7. An |ined earlier, our aim is to show that any concurrent execu-
actionais enabled in a stater if there exists a statesuch  tjon can be transformed into one in which the atomic steps
thato = 7. of each queue operation are executed contiguously, and

If ab < ba, we say that right commuteswith b, and  that when executed without interruption these operations
b left commutes with a. If aright commutes and left com-  correctly implement the abstract queue semantics. Here,
mutes withb, we just saya commutes with b, and write e focus on the former; the latter involves a straightfor-
ab = ba. We can show that for sequences of actions,yard data refinement proof, which we present elsewhere
o =4aj...am andﬁ = b1 A bn, Oéﬂ < ﬁa if ab, < bja (Groves 2005)
foralliel..mandjel..n We will regard each assignment, test and CAS as an
Given a system with actior&CT, an actiorais called  atomic action, which is reasonable since they all access at
a right mover if it right commutes with every action of most one shared variable. We also assume, as in (Michael
every other process (i.aphy < bga, forallb € ACT and & Scott 1998) that allocating a new node can be treated as
p # ), aleft mover if it left commutes with every action an atomic action. For convenience, the atomic actions and
of every other process (i.8qa, < apby forallb € ACT  their labels are shown in Figure 5.
andp # @), and aboth mover if it is both a right mover

gr;gqa).left mover (i.eapby = bga, forallb € ACT and 4 Commutativity properties

In showing that actions move in particular ways, we The first step in applying the reduction method is to ex-
appeal to some standard properties of independent operamine the commutativity properties of the atomic actions.
tions. For example: From the general properties given at the end of Section 3,

« An action that only accesses local variables or heap’%lnd some other general properties, we can see that:
locations accessed via a unique pointerin a local vari- e Actions E8 pext — null), D6 (head — tail) and D7

able is a both mover. -
(next = null) are both movers, as they only involve
e An action that reads a shared variable commutes with ~ local variables. Thus, for any actiof and distinct

any action that does not assign to that variable. processeq andg, we have:
e An action that assigns to a shared variable commutes ~ E8pXq = XqE8p, D6 Xq = XqD6p and
with any action that does not refer to that variable. D7pXq = X4 D7p
As presented above, the equivalent sequential execu- e Actions E2 fodevalue := value) and E3
tion is obtained by rearranging the actions of the concur-  (node.next := null) are both movers, since at the

rent execution. It has been shown (Wang & Stoller 2005) point where they are executedpde is a unique



E1 node :=new_node() D2 head :=Head

E2 node.value := value D3 tail := Tall

E3 node.next :xull D4  next:= head.next

E5 tail := Tall D5 head=Head

E6 next:=tail.next D6 head = tail

E7 tail = Talil D7 next=null

E8 next=null D10 CAS(Tail, tail, next)

E9 CAS(tail.next, next, node) D12 pvalue:= next.value
E13 CAS(Tall, tail, next) D13 CAS(Head, head, next)

E17 CAS(Tall, tail, node)
Figure 5: Atomic actions

pointer fiode is a new node when it is allocated in actionX other than D2, D5 or D13 and distinct pro-
E1, and cannot be seen by any other process until it  cessesp andg, we have:

is appended to the end of the list by the CAS at E9), _

andvalue andnull are local. Thus, for any actiox D13pXq = Xq D13p

and distinct processes andg, we have: e Action E1 (hode := new_node()) is a both mover,

E2pXq = XqE2, and E3,Xq = XqE3p since it makes no difference what address is allocated
. . . . ) provided that it is previously unused. Thus, for any

Actions ES (ail := Tail), E7 (ail = Tail) and D3 actionX and distinct processeg andq, we have:

(tail := Tail) commute with any actions that do not E1 — X.E1l

alter Tail. Thus, for any actiorX other than E13 or pXg=XqElLp

E17 and distinct processgsandg, we have:

E5pXq = XqEBp,  ETpXq = XqE7p and 4.2 Applying reduction to Michael and Scott’s algo-

D3p Xq _ Xq D3p rithm

Actions D2 fead :— Head) and D5 fhead — Head) mext,twe consider how t(?[ use thtesefro%?rt_les to rea_rralng(;,\
commute with any action that does not alkéead. e steps in a concurrent execution to obtain an equivalen

Thus, for any actioX other than D13 and distinct sequential execution. Here we find that these properties
procéssesp andg, we have: are not sufficient to show that Michael and Scott's algo-
’ ) rithm is atomic — a completed execution oNBUEUE
D2, Xq = XqD2p and D5pXq = XqD5p or DEQUEUE may contain any number of CAS actions,
Actions E6 pext :— tail.next) and D4 pext :— which may be interleaved with CAS actions of other pro-

; : d the above commutativity properties do not al-
head.next) commute with any action that does not cesses, an -
alter thenext field of a node. Thus, for any action low us to permute the order of CAS actions. We therefore

Cg need to perform a more complex transformation than just

%(ac\)/teher than E9 and distinct processpaindg, we reordering the steps of a concurrent execution.
' In considering how to transform a concurrent execu-
E6p Xq = XqE6p and DdpXq = XqD4p tion into a sequential one, we first observe that any com-

. o . pleted execution of a queue operation consists of zero or
Action D12 (pvalue := next.value) commutes with 0 0 “tailed” iterations of the loop (i.e. ones where the
any action that does not alter tha@uefield of a node.

. : . loop does not exit), preceded in the case aiEEUE by
Since the only action that alters thelue field of @ yree initial actions (E1-E3), and followed by one “suc-

node is E2, and we have already shown that E2 igessfyl iteration (i.e. one where the loop does exit). We
a both mover because it updatesue via a unique 5,5 ghserve that in a sequential execution, every opera-
pointer, it follows that D12 commutes with all ac- 5y gy cceeds the first time it is attempted, so there are no
tions. Thus, for any actio and distinct processes, e jterations, andail is always updated by the process

pandq, we have: that appends a node onto the list (at E17), so E13 and D10
D12, Xq = X4 D12, are never executed.
Note that we assume that the value ofcarn param- We will show how to transform an arbitrary concurrent

eter is not observable to the caller (or any other pro-€xecution into this form using three transformations, each

cess) until the queue operation is completed, so in thg which requires an extension to Lipton's basic method.

case of D12, we can trepvalue as being local. irstly, we show that “failed” iterations in whicfail is

not updated can be deleted; secondly, we show that the

Action E9 (CAS(tail.next, next,node)) commutes remaining actions can be rearranged so that the steps of

with any action that does not access iiegt field of ~ each operation execution are contiguous, except for “suc-

a node. Thus, for any actioX other than E6, E9 or cessful” iterations in whicfail is not updated; and lastly,

D4 and distinct processgsanddg, we have: we show that actions that advantl can be performed

E9p Xq = Xq E9 by any process, and in particular by the process that last
P P appended a node, which allows this exception to be ad-

Note that E3 is not included in the list of exceptions dressed. Finally, we consider how to assemble the remain-
since we have already shown that E3 is a both moveling fragments into complete operations.

Actions E13, E17 and D10CAS(Tail, tail, node))
commute with any action that does not acc&$. 4.3 Primitive paths

Thus, for any actioX other than E5, E7, E13, E17, . . .
D3 or D10 and distinct processgsandg, we have: In describing these transformations, we need to consider
different paths that an operation may take through the
E13p Xq = XqE13p, E17p Xq = XqE17, and code. So we break the code into primitive (loop-free)
D10p Xq = Xq D10p. paths and describe how each path is transformed.

. . We need to identify a set of primitive paths, each com-
Action D13 (CAS(Head, head, next)) commutes with i - :
any action that does not accesead. Thus, for any prising a sequence of atomic actions performed by the



same process, such that every execution of a queue op- a1 E5asE6a3E7T™ ay < ag as az ay

eration can be described as a concatenation of primitive

paths. We will segment the code so that each primitive This result means that we can ignore all of the failed
path consists of either a sequence of actions performeitierations that do not advangail, i.e. Eng2, Eng3, Eng>5,
before the loop (which only occurs inNQUEUE) or one  Deql, Deg3 and Deqg5. Following this transformation, ev-
iteration of the loop (including actions taken after exdtin ery execution of EQUEUE or DEQUEUEhas the form de-

the loop in the case where the loop iIEEQUEUE termi-  scribed by the following regular expressions:
nates). We further divide loop iterations into four classes
which will be handled differently: Enqgl(Engd)*(Eng6 | Enq7)

e failed iterations in whichTail is not updated (i.e. (Deg3)* (Deg4 | Deqgb6)

Eng2, Eng3, Eng5, Deql, Deg3 and Deq5b);

failed i . in whichrail i dated (i Notice that the result of this transformation (like the
. a'g iterations in whichfail is updated (i.e. Eng4 g,psequent ones) is a valid execution of the algorithm.

and Deq2); This transformation can be generalised to show that

e normal successful iterations, which behave as they@y failed iteration which has no observable effect can be

would in a sequential execution (i.e. Enq7, Deg4 anddeleted. Such iterations are called “pure” in (Freund &
Deq6); and q ( g q Qadeer 2005), where a similar approach is used in a static

analysis technique for determining atomicity.
e abnormal successful iterations, which do not behave
as they would in a sequential execution (i.e. Eng6). 4 g Reducing primitive paths

The resulting paths are shown in Figure 6, and are laye now consider the remaining basic paths and attempt
belled for later reference. In describing execution pathsto show how a concurrent execution, in which the atomic
we use the line numbers shown in Figure 4 to stand folctions of that path may be interleaved with actions of
the action on that line, and indicate whether test and CA%ther processes, can be transformed into one in which the
actions succeed or fail by appendihgr —, respectively.  atomic steps of that path are executed without interrup-
Where necessary, we indicate the process that performgn. This uses the basic reduction method, augmented
an operation by adding a process identifier (usualyd)  with a more detailed analysis of paths containing CASes,
as a subscript (these should not be confused with the nignd succeeds for all of the remaining paths except failed
merical subscripts used in describing arbitrary actiorts anjterations that updaf&il (i.e. Eng4 and Deq2), which are
action sequences). _ . considered further in Section 4.6.

It follows from the semantics of our programming con-  The linearisation point for a completedNBUEUE is
structs that any execution ofNQUEUE consists of the the successful CAS at E9, so we want to move everything
initial segment (Enq1l) followed by zero or more failed pefore that to the right (or delete it), and everything after
iterations (Eng2 to Eng5), followed by a single successqj.e. the CAS at E17) to the left. Similarly, the lineari-
ful iteration (Eng6 or Eng7). Similarly, any execution sation point for a completed ERUEUE returningtrue is
of DEQUEUE consists of zero or more failed iterations the successful CAS at D13, and for QUEUETreturning
(Deql, Deq2, Deq3 or Degb), followed by a single suc-falseis D3, so we want to move everything before that to
cessful iteration (Deg4 or Deq6). Treating the path nameshe right (or delete it).
as symbols, we can describe the structure of possible ex- The important points can be illustrated by considering

ecutions of NQUEUE and DEQUEUE with the following  five cases; the other cases are detailed in (Grovestf)007
regular expressions:

Engl(Enq2 | Eng3 | Eng4 | Engs)* (Eng6 | Eng?) 4.5.1 Pre-loop path in ENQUEUE

y Path Enqglis E1, E2, E3, where we have:
(Deql | Deq2 | Deg3 | Degp)*(Deqg4 | Deq6)

E1 node :=new_node()
4.4 Deleting failed iterations that do not advancéfail E2 node.value := value

E3 node.next :#ull
We first show that any failed iteration that does not ad-
vanceTail can be deleted. This is easy to see intuitively  Let« be an execution containing an execution of Engl
— an execution in which an operation is attempted unsucby process, saya = a1 Elp as E2, ag E3p g, where
cessfully is indistinguishable from one in which the un- a, andas contain nop-actions. We have srmwn that E1,
successful operation was never attempted. E2 and E3 are both-movers, so these actions can be moved

More precisely, letx be an execution which contains right overa, andas as required. Thus, we have:

a failed iteration that does not advanl in ENQUEUE
(i.e. Eng2, Eng3, Engb) or in EQUEUE (i.e. Deql, Deqg3 a1 Elpas E2p a3 E3p oy < o cp s E1 E2p E3p vy
or Deg5), and let’ be the result of deleting the steps of

this failed iteration fromn. Then we wish to show that 4.5.2 Normal successful iteration in BIQUEUE

a<d.
We will only consider path Eng2 in detail — the argu- path Enq7 is E5, E6, E7 E8", E9, E17+, where we
ments for the other failed iterations are similar. have:
Path Eng2 is: E5, E6, E7 Let o be an exe-
cution containing an execution of Eng2 as part of a ES tail := Tail
completed execution of MQUEUE by processp, say EG6 next := tail.next
a1 ESpan E6p a3 ETy au, whereas andas contain nop- E7t  tail = Tall
actions. Removing7, from this execution does not alter 581 next =n_u||
its effect. These occurrencests, andE6, can then also E9 CAS(tail.next, next, node)
be removed — since this occurrence of Enq2 is part of E17" CAS(Tall, tail, node)y

a completed EQUEUE operation, the next twp-actions , . i
must be E5 and E6, so the values loaded by these occur- Leta be an execution containing an execution of Enq7
rences of E5 and E6 will not be referenced again. Thusby proces®, saya = ay E5p ag E6p a3 E7) oy E8] as

we have: B9y as EL7] a7, whereas 10 ag contain nop-actions.



Enql E1,E2, E3
Eng2 ES5, E6, E7

Eng3 ES5, E6, E7,E8, E13"

Eng4 ES5, E6, E7, E8, E13F

Engs ES5, E6, E7, ES", E9-

Enqé ES5, E6, E7, ESF, E9F, E17

Enq7 ES5, E6, E7, ESF, E9F, E17

Deql D2-D4,D5

Deq2 D2-D4, D5+, D6, D7, D10*
Deq3 D2-D4, D5+, D6, D7-, D10~
Deg4 D2-D4,DS,D6*, D7+

Degs5 D2-D4,DS, D6, D12, D13
Degé D2-D4, DS, D6, D12, D13

Pre-loop
Failed iteration, not updatingail
Failed iteration, not updatin@ail
Failed iteration, updatingail
Failed iteration, not updatin@ail
Normal successful iteration
Abnormal successful iteration

Failed iteration, not updatin@ail
Failed iteration, updatingail
Failed iteration, not updatin@ail
Normal successful iteration
Failed iteration, not updatin@ail
Normal successful iteration

Figure 6: Basic paths fordQUEUE and DEQUEUE

We can move E8 because it only involves local variables,

but the other actions require move careful consideration.
Since E17 succeeds, we know thatl has the same

Finally, since the CAS at E13 succeeds, we can infer
from the ABA freedom property thadil is not assigned
by as to a5. Thus, we have:

value at E17 as it had at E5; however, we can go further

and infer thaffail is not modified byxs to ag. To see why,
we observe thatail can only be modified by a successful

o E5p (%) E6p (%} E7g_ Qg E8p_ (671 E133_ ag <
] (vg (X3 Oy Ol E5p E6p E7§ ESE Elgsr (673

CAS at E13, E17 or D10, and that the last such CAS must

setTail to tail. We can show that this is impossible, by

Path Deq?2 is handled in essentially the same way.

showing that the program maintains the invariant property

that the list contains no cycles andn_node() always re-
turns a new node, so advanciigjl cannot cause it to re-
turn to a previous value. This is called the “ABA freedom
property”, and holds because we assume that memory
not recycled. It follow that E5 and E7 can move right over
as to a5 as required, and E17 can move left ougt
Similarly, since E9 succeed, we can infer that.next
is not modified byas to as, since this can only be done
by a successful CAS at E9, which always stii$.next

to a new node previously allocated at E1 which no other

process can see. It follows that E6 can move right aver
to as.
Thus, we move E5 to E8 right and E17 left to the po-

sition of E9, so the steps of Enq7 are contiguous; so wey

have:

(&3] E5p (%) E6p a3 E7;_ Qg ESB_ (075 Egg_ (675 El?;_ Q7 S
1 Qi Qi3 iy Oy E5p E6p E7g_ E83_ E9g_ El?a_ Qg Q7

Path Deq6 is handled in essentially the same way.

4.5.3 Failed iteration in ENQUEUE advancing Talil

We consider path Eng4, i.e. E5, E6, E7ES™, E13",
where we have:

E5 tail := Tail

E6 next := tail.next
E7t tail = Tail

E8~  next# null

E13" CAS(Tail, tail, nexty

Let « be an execution containing an execution of
Eng4 by procesp, saya = a; E5p ag E6p a3 ETf oy
E8, as E13™ ag, Whereas to a5 contain nop-actions.

We will show that actions E5—E8 can be moved right to
the position of E13. We know that E8 is a both mover,
since if only involve local variables.

4.5.4 Normal successful iteration in EFQUEUE

Path Deg4 is D2-D4, D5, D61, D7+, where we have:
is

D2 head := Head

D3 tail := Tail

D4 next := head.next
D5 head = Head
D6 head = tall

D7t next=null

Let « be an execution containing an execution of
Deqg4 by procesp, saya = a1 D2y as D3p a3 D4p g
55 as D65 ag D7} ar, wherea to ag contain nop-
actions. We can infer from the tests, and the ABA free-
dom property, thaHead is not modified byas to oy and
head.next is not modified byws, but we don’t know any-
thing about whethefail is changed. We therefore move
D2 right overas, and D4 to D7 left overvs to a7 as re-
quired. Thus, we have:

(&3] D2p (65) D3p Qa3 D4p Qg D53_ (675 DGB_ (675 D7a_ (0744 S
1 Qi D2p D3p D4p D53_ DGS_ D73_ 3 Qg Q5 Qg Q7

4.5.5 Abnormal successful iteration

Path Enq6 is E5, E6, E7 E8", E9", E17, where we
have:

E5 tail := Tail

E6 next := tail.next

E7t  tail = Tail

E8"  next=null

E9"™  CAS(tail.next, next, node)
E17- CAS(Tall, tail, node)

Let « be an execution containing an execution of Eng6
by proces, saya = oy Ebp ap E6p a3 E7; oy ES; as

We can also treat E6 as a right mover, since we car9; a6 E17; a7, wherea, to ag contain nop-actions.

show that for any nod@, n.next is only ever assigned
twice: once at E3 when it is set tll, and once at E9
when it is set to a nomull value (note that E9 can only be
executed whemext = null). Thus, since we know from
E8" thattail.next was notnull when it was read at E6, it
cannot be assigned again.

E8 which is a both mover, since it only involves local vari-
ables. Since E7 succeeds, we know ffait is not mod-
ified by a, or a3, and since E9 succeeds, we know that
as to as do not modifytail.next. Thus, there are vari-
ous ways in which we can move E5 to E9 so that they are
contiguous.



However, the fact that E17 fails means thail is With a little simplification, it follows that RKQUEUE s
changed some where i, to ag. Therefore, we can’'t equivalent to:
move E5 to E9 right ovetyg, not can we move E17 left
overag. So at this stage, we cannot rearrange an execu-  hode :=new_node()

tion of Eng6 to make its steps contiguous. node.value := value
node.next :=null

4.6 Reassigningrail advance steps %’iiﬁ‘g",}(;g‘ ode

We have now reduced all of the primitive paths so that d De . valent to:

their steps are contiguous, with the exception of Enge@Nd “EQUEUEIS equivalent to:

where the CAS at E17 fails becaukl has been updated if Head = Tail then

by another process. We will address this case by showing Head.next =null

that there is an equivalent execution in which the process return false

that appends a node also updalai (i.e. all E17 actions else

ﬁggg?%(é)c,uvrvhlch means that paths Eng4, Eng6 and Deq2 pvalue:= Head.next.value
Let o be an execution which contains a failed E17 ac- g?ﬁ%'t_ﬂt'eead'ne)(t

tion performed by process The fact that this action fails

means that some another process,gédas updatedail, It is easy to see that these correctly implement the

with a successful CAS at E13 or D10, as part of an Eng4 ofyeue operations with the chosen data representation.
Deq?2 path, since performed its successful CAS at E9. If

more than one process has updafaitisincep performed )

its successful CAS at E9, we chogéo be the first such 5 Conclusions

process. Ifq performs an E13 actiony is of the form _ )

a1 E97 as E13f a3 E17; au, wherea, does not contain We have shown how a version of Michael and Scott’s lock-
any E10 or D10 action (note that, also cannot contain free queue can be proved to be linearisable, using a reduc-

a successful E17 action). We can now construct an equivion method based on that of Lipton, Lamport, Cohen, and
alent execution’ in which p performs a successful E17 others. This approach separates reasoning about the con-

action at the point whergperformed its successful E13 in Current and non-concurrent aspects of the algorithm, and
a, andq performs an unsuccessful E13 action at the poin ddresses the concurrent part by focusing on the interac-

wherep performed its unsuccessful E17 actiominThus, ~ UoNS between actions performed by different processes.
we have: This allows us to explain why the algorithm is correct in

a way that is more compelling that a higher level proof,

+ + — 0, < and provides more insight than a simulation proof, since

o Eg& a2 giﬂr s Egp_ = it highlights properties (such as ABA freedom, unique
a1 BJp dp ELf a3 BEldg pointers and fields not changing) on which the correctness
Lo . of the algorithm relies. Some of these properties can be

The case wherg performs a D10 action is symmetri- gasily checked by inspection, or verified more rigorously

cal, giving: using static analysis techniques; others require more so-
_ phisticated verification using model checking or theorem
a1 Egg a2 DlOcT as BTy a4 < proving. Moreover, similar supporting properties are re-
a1 B9 o E175 a3 D104 quired in the verification of other lock-free algorithms.

Our trace reduction method extends Lipton’s reduction
The key observation here is that it doesn’t matter whatmethod in several ways: we used a form of conditional re-
process performs a step that advaritaks By assigning  duction, where reductions depend on the outcomes of tests
this step to the process which performed the closest preand CASes; we allow loop iterations that have no effect
ceding E9, we ensure that the resulting execution can b be deleted (this is callepurity in (Freund & Qadeer
generated by the queue algorithm. 2005)); we also allow certain actions to be assigned to
The effect of this transformation is to either swap another processes. This can be done because these actions
occurrence of Eng6 and an occurrence of Eng4 for an oceould in fact be performed by any process, and would
currence of Enq7 and an occurrence of Eng3, or swap abe required in verifying other algorithms using similar
occurrence of Eng6 and an occurrence of Deq?2 for an octhelper” mechanisms, such as Shann et al's array-based
currence of Enq7 and an occurrence of Deg2. The result igueue (Shann et al. 2000) and Ladan-Mozes and Shavit’s
that all Eng6 paths become Enq7 paths, which can now beptimistic queue (Ladan-Mozes & Shavit 2004). In other
reduced as shown in Section 4.5.2, and all Eng4 and Deqg®ork (Groves & Colvin 200B6) we have shown that al-
paths become Eng3 and Deq3 paths, respectively, whichorithms such as the scalable stack described in (Hendler
can now be deleted as shown in Section 4.4. et al. 2004), where the linearisation point for one opera-
tion may be a step of another process, can be handled by
; . by reducing two operations simultaneously.
4.7 Assembling the remaining fragments We have simplified the original algorithm by assuming
Following the above transformation, every execution ofthat storage is never recycled (or that the implementation
ENQUEUE or DEQUEUE has the form shown by the fol- language provides automatic garbage collection), which

lowing regular expressions: allows us to justify the ABA Freedom assumption. To jus-
tify this assumption while recycling storage, Michael and
Engl Eng6 Scott add version numbers to pointer variables, which are
incremented every time a pointer is modified. This can be
Deg4 | Deg6 introduced in our context as a further data refinement, but

is only strictly correct if version numbers are unbounded.
Finally, we observe that since all of the steps in Enq1An alternative approach which avoids this problem is de-
are both-movers, these steps can be moved right over arsgribed in (Herlihy et al. 2002).

steps that occur between the executions of Enql and Eng6 Michael and Scott (Michael & Scott 1998) gave a brief
by the same process. Thus, provideg contains nop  proof of some safety properties, but they were not suffi-
actions, we have: cient to ensure linearisability. Yahav and Sagiv (Yahav
& Sagiv 2003) describe an approach to verifying Michael

a1 Engp a2 ENg6p a3 < a1 v ENQp ENQGBp v3 and Scott’'s safety properties using model checking, but



their analysis appears to be very limited as they don’t ap<Colvin, R., Doherty, S. & Groves, L. (2005), Verifying
pear to have run the system with botn@&EUES and concurrent data structures by simulationk. Boiten &
DEQUEUEs being performed. J. Derrick, eds, ‘Proc. Refinement Workshop (REFINE
Wang and Stoller (Wang & Stoller 2005) describe a 2005)’, Vol. 137(2) ofElectronic Notes in Theoretical
static analysis technique for checking atomicity, and ap- Computer Science, Elsevier, Guildford, UK, pp. 93—
ply it to a variant of Michael and Scott’s algorithm which ~ 110.
avoids the ABA problem by using the less widely avail- . e
able Linked Load/Store Conditional instructions insteadCoIVin, R. & Groves, L. (2005), Formal verification of an
of CAS. However, their variant also avoids the main prob- %gﬁ}’(;?:ﬁgggﬁgggﬁgg%nﬁgggbﬂgg; ggm%%:% vs
lem addressed in the paper by using a separate process to - -
updateTail, which destroys the lock-freedom of the al- tems (ICECCS)’, ACM Press, New York, NY, USA,
gorithm (since if that process dies the entire system will PP- 92-101.

deadlock). Colvin, R., Groves, L., Luchan i
. ,R., , L., gco, V. & Moir, M. (2006),
Doherty et al (Doherty et al. 2004) describe a fully me- =" o\ erification of a lazy concurrent list-based set
chanical proof of a variant of Michael and Scott's which is algorithm, in T. Ball & R. B. Jones, eds, ‘Proc. 18th

intended to reduce contention in th&QUEUE operation International Conference on Computer Aided Verifica-

by testingnext = null at D6, to determine whether the (CAV)', Vol. 4144 of Lecture Notes in Computer
queue is empty, rather thdmad = tail, and only read- Science, Springer, pp. 475—488.

ing Tail if this test succeeds. This optimisation was dis-

covered while attempting to prove the original algorithm. Doeppner, Jr., T. W. (1977), Parallel program correct-

In our context, this modification would simplify the rea-  ness through refinement ‘Proc. 4th ACM SIGACT-

soning about path Deqg2. This verification uses simula- SIGPLAN Symposium on Principles of Programming

tion between Input/Output Automata (Lynch 1996, Lynch  [anguages (POPL)’, ACM Press, pp. 155-169.

& Vaandrager 1995), and requires a combination of for- )

ward and backward simulation to handle@ueueonan  Doherty, S, Groves, L., Luchangco, V. & Moir, M. (2004),

empty queue since at the tinfail is read it is not known Formal verification of a practical lock-free queue algo-

whether the algorithm will returfalse. Our proof requires rithm., in D. de Frutos-Escrig & M. Nuiez, eds, ‘For-

no special treatment for this case. mal Techniques for Networked and Distributed Systems
Abrial and Cansell (Abrial & Cansell 2005) describe (FORTE)’, Vol. 3235 ofLecture Notesin Computer Sci-

a constructive verification of a variant of Michael and  ence, Springer, pp. 97-114.

Scott’s algorithm using Event-B. They prove a variant of

linearisability in which they require the linearisationipio

to be the last step taken by an operation, and delete line 20, . .

E17 from the algorithm so thaail is always advanced by ~ £B’, VolI. 2651 of Lecture Notesin Computer Science,

the next operation that notic@ail lagging, at E9 or D10, SPringer, pp. 178-196.

They also introduce an additional test iEQUE UE, which Flanagan, C. & Qadeer, S. (2003), A type and effect sys-
requiresTail to be read again, before returnifajse. This tem for atomicity,in ‘Proc. ACM SIGPLAN Confer-

is precisely the case that required a backward simulation P inaL Desi dImpl -
in the verification in (Doherty et al. 2004), and this mod- fg%en?nppr%gsg_n%rrg?g anguage besignandimpiemen

ification appears to have been required to avoid the need

for backward simulation. Freund, S. N. & Qadeer, S. (2005), ‘Exploiting purity for
It would require a straightforward modification of our  atomicity’, IEEE Trans. Softw. Eng. 31(4), 275-291.

proof to show that the variants of Michael and Scott’s al- , )

gorithm described by (Wang & Stoller 2005), (Doherty Groves, L. (200&), Reasoning about nonblocking concur-

et al. 2004) and (Abrial & Cansell 2005) are correct, and €ncy using reductionn ‘Proc. 12th Twelfth IEEE Int.

that the handling of BQUEUEON an empty queue can be ~ Conf. on Engineering of Complex Computer Systems

further simplified so that it never needs to accisk (ICECCS 2007)", Auckland, New Zealand, pp. 107-
Our future work will include mechanising our reduc- ~ 116.

tion proofs using PV'S, and applying the approach to MOr%roves, L. (200m), Verifying Michael and Scott’s lock-

sophisticated algorithms, such as the optimistic queue de- free ; ; :
" : ~ ; gueue algorithm using trace reduction — the de-
scribed in (Ladan-Mozes & Shavit 2004) and the scalable tails, Technical report, Victoria University of Welling-

ueue described in (Moir et al. 2005), to see whether other
gxtensions are reqLEired and what o)ther properties are re- ton. (To appear).
quired to justify its application. Groves, L. & Colvin, R. (2008), Derivation of a scalable
lock-free stack algorithmin ‘International Refinement
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